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Abstract

Electronic flight control systems (FCS) are safety critical systems requiring highest levels of integrity and availability. The
embedded flight control laws (FCL) software undergoes rigorous verification. However, the complete absence of FCL
development errors cannot be guaranteed. Usually, there is one set of FCL requirements, from which FCL software is
developed. Undetected FCL requirement errors represent a single point of failure. As new actors push into the market,
e.g. eVTOLs for Urban Air Mobility, and as new functions increase the complexity of FCL, the risk of latent FCL
development errors rises. Means to mitigate the effects of such errors are becoming more and more important, as
EASA’s current investigation on FCL monitors [1] shows. This paper investigates possible concepts for an Independent
Monitor of Flight Control Laws to detect and mitigate the effects of FCL requirement errors.

State of the art FCS architectures often compare the outputs of redundant lanes with similar FCL software and are
therefore vulnerable to common mode (FCL development) errors. Typically, dissimilarity is implemented on code level
to mitigate software coding errors. However, nearly all serious accidents in which software was involved are related to
requirement flaws and not coding errors [2]. Commonly development assurance is used to mitigate the risk of
development errors. However, the certification authorities state in a position paper that “development assurance alone
is not necessarily sufficient to establish an acceptable level of safety” and that additional mitigation techniques i.e., fault
tolerance, should be applied [3]. An Independent Monitor that detects faults is key to achieving fault tolerance against
FCL requirement errors.

The FCL Monitor should be functionally independent from the FCL, to minimize the likelihood of common mode
requirement errors. Potential independent FCL Monitors can be categorized by detection measure. Two concepts are
considered: Comparator and Acceptability Check. In the first, the output of the nominal (Normal Mode) FCL is compared
to the output of a simplified FCL to detect failures. The second concept uses predictions on the system state to
determine if the output is acceptable for safe flight rather than correct. Figure 1 shows a simplified pilot aircraft control
loop and three options for an independent FCL Monitor.
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Figure 1: Options for an independent FCL Monitor
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This paper describes state of the art FCS architectures and explains their vulnerability to common mode FCL errors. The
scope of the independent FCL Monitor is discussed, and assumptions on the FCS are made. Possible concepts are
categorized by fault detection measure. Finally, two concepts, Comparator and Acceptability Check, are described.
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