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Abstract

This paper focuses on the results obtained thru ehmployment of semi formal and formal
specification methods to model security in the pean Air Transport System. More specifically, this
paper discusses the application and enhancemettteoEDEMOI approach to the modeling of
European Regulation 2320/2002, which sets the atdsdor aviation security at the airport leveleTh
EDEMOI approach allows representing: the Air Trarsplomain and its security properties, with the
goal of appraising their overall quality. For thes,semi formalUML model is used to capture the
static and dynamic aspects of the system and thdat@on. This allows aviation-security specialists
validate/invalidate the conceptual layout that véllbsequently be used to create a procedurally-
abstract formal model (built using a dedicated dpghat will be used to test scenarios and thereby
reinforce the checking of the security standardiés paper presents the EDEMOI methodology and its
successful use in the context of airport security.

1. Introduction

In recent decades, the air transport sector has lheel-hit by a succession of attacks involvingititeoduction of
prohibited articles onboard aircraft. Undoubtediye hijackings of September 12001 remain as the most
dramatic of such attacks. Since this attack, bb# International Civil Aviation Organizatibr(ICAO) and the
European Commission (EC), by way of the Europearil @viation Conferencé (ECAC), have placed strenuous
efforts and attention to improve ground based airpecurity.

Among the various measures taken to accomplishgiteg was the drafting of Regulation 2320/2002 atural
language document that establishes the securitglatds regulating ground based airport securitiunope. This
document came to be a refinement of the internatistandards set out in ICAO’s Annex 17, establiglda common
effort within Europe. Its final draft was validated2002 following a "peer review" process, whegelgity specialist
painstakingly analyzed and discussed its specificdimg and nature, until a consensus was reachédlhithose
involved considered the draft to be mature.

Today however, following operational feedbacks, Wation 2320/2002 has undergone amendments
strengthen its innate quality, specifically condegnits overallconsistencyandrobustness Proving therefore, that
the approach currently adopted to develop aviatggulations is very limited in terms of guarantegetheir innate
quality.

This limitation is of great consequence since (@gailisly with safety-critical software) this quality what
ensures that the benchmark regulation, being esdfoat airports, is not inherently rendered ineffectdue to
contradictory policies (either by themselves orbgldy). And that it exhaustively covers all the pitide scenarios in
its domain of application (from the airport entrarto the aircraft cabin).

1 |CAO: http://www.icao.org
2 ECAC: http://www.ecac-ceac.org
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SESSION 1.07 SYSTEM ANALYSES

To illustrate the importance of these qualitieg, paradigm of Article 4.3 (of Regulation 2320/2002)eals the
crippling effect that the slightest subtlety cohlalve on the system’s overall success.

The mind-set that led to the drafting of Articl&4vas that most of the security measures imposeRidgylation
2320/2002 had been primarily conceived for “highfftc” commercial airports. It was therefore dispootionate to
apply these same measures at “small airports”clar4.3 would help alleviate such burdens by eistinlg the
conditions (and limits) under which an airport abbk labeled as "small" (and therefore be derogated applying
the same stringent security standards enforcedrged airports). But, as shown in Table 1, a veytle phrasing
error distorted its scope, alleviating only a fractof the small airports it was supposed to exefmperestingly, this
slip-up went unnoticed even during translationsweleer, when expressadathematically the difference between

the intended limit and the proposed limit are magjparent.

Table 1. Analysis of the revision of Article 4.3(a)

4.3.(a)Criteria for Small Airports. Version 30.12.2002

“airports with a yearly
average ofwo commercial
flights per day...”

L1 ] [

0 1 2 3 4 5

flights

yearly average= 2
day

—AMENDED*-

4.3.(a) Criteria for Small Airports.

H 111

0 1 2 3 4 ]
flights
day

“airports with a yearly
average ofio more than two

commercial flights per day...” 0 < yearly_average < 2

* The original version of article 4.3.(a) was ins@stent with the stated hypothesis
that “airports with dower frequencyof operations (usuallypresent a lower level of
threat"

From this example, it can be intuitively seen ttig security provisions contained in the regulatioay be
mathematically represented. And, in cases suchia®he, the representation can even improve itspcehension.
This goes to the basis of why the EDEMOI methodpldd proposes the implementation of semi-formad &ormal
methods to assist in the specification and valishatf regulation documents. Specifically those ewning the
critical domains of civil aviation, such as grourased airport security.

This paper shall focus on the results obtainedhieyapplication of this methodology to the spectfara of the
security-relevant parts oRegulation (EC) 2320/2002 of the European Parliamend of the Council of 16
December 2002 establishing common rules in thd 6&kivil aviation security2].

2. The EDEMOI Approach

In 2003, this same group of French universities msgarch laboratories proposed the creation aoptiad of a
methodology - using requirement engineering anthédmethod techniques - that would assist in tleeifipation,
design and validation of regulation documents.

This proposed methodology, known as the ‘EDEMOIrapph’, adopts the formal specification and design
methods used in the computer-science communityaaliaghits them in order to model, validate and chkekdgal

framework influencing airport security.

This methodology is centered on a two-step appraaativing two stakeholders: th@ertification Authorities
which establishnternational Standardsoncerning Civil Aviation Security, and tihodel Engineerswho translate
these natural language documents into formal modeds can be tested for consistency, robustness and

unequivocalness.
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Figure 1. The EDEMOI stakeholders and methodalogy

In the first step of this approach, a model engiinextracts the security goals imposed in the hattonal
Standard and translates them into a semi formalefibat faithfully represents their structure apthtions (while
reducing the use of inherently ambiguous terms).

This graphical model, comprehensible to both staldshs, is later revised and validated by the fieation
authority, giving way to the second step of the EHNDOI approach’ in which the model engineer perforans
systematic translation of the semi formal modelptoduce a formal model that can be analyzed thraegh
scenarios.

By employing this methodology, and with the encgeraent of ICAO, EDEMOI project partners achieved
positive results [3] in the modeling of tenex 17 to the Convention on International Ciwiaiion. In addition, a
part of this methodology was applied in the Newchaft Concept Research (NACRE) project, playingading role
in the assessment of the security properties tmmaept cabin [4].

Now, this approach has been extended to examinepEan civil aviation security through the modelofghe
security-relevant parts oRegulation (EC) 2320/2002 of the European Parliamend of the Council of 16
December 2002 establishing common rules in thd 6&kivil aviation security

3. The Modelling of Regulation (EC) 2320/2002

The model of Regulation 2320/2002 was deliberatdlgsen to emphasize on the static and dynamic &spéc
passenger and baggage screening. Consequentlgntitrs itself on the@nnex of Regulation 2320/2002More
particularly on the provisions concerning passergel baggage screening, which are sectidngirport Security
4. Passenger and Cabin Baggagad5. Hold Baggage.

For this, the static aspect were considered to Ib¢ha innate properties and defining traits of thlayers
(passenger, staff member and the different airpogis), while the dynamic aspects represent hosetpiayers
evolve as a consequence of the operations thegrpeend of the conditions imposed upon them bystrstem (e.qg.
passenger’s transition from the check-in desk ¢gpibissible boarding of the aircraft).

The approach chosen for the study of RegulatiorD28®2 consists of mathematically expressing itisgy
standards and then linking them together (usingh&rogic theories) into a formal model which cam tested to
help identify contradictions between the securitjectives(Consistency checlgnd/or to verify that it exhaustively
covers all the possible states/scenarios in itsadlowf applicatior(Robustness check)

3.1 Interpreting the Regulation

Natural language documents are inherently ambigtexissince the phrases and words which composa the
take on different meanings, depending on the sdosarfthis immediately poses a problem for safetjead texts
such as aviation regulations, as no one can guggaheir homogenous interpretation. Regretfullg, situation is
even bleaker for international conventions sucReagulation 2320/2002, which is translated and esfdin the 20
official languages of the European Union.

However, as our model requires that a standardiziedpretation of the wording in Regulation 232@20be
used as the basis for the formal model, a deepy sifiits text (and that of its founding sourtés their original

31CAO’s Annex 17 and Document 8973
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language) was undertaken. This helped delineatemthé-set and purpose behind each of its securgyigions, and
led to the creation of an intuitive semiformal mb@ketailed in Part 4) that tackled its innate aguittiy.

3.2 Tools Used

For the construction of the semi formal Model ofgRlation 2320/2003 thenified Modeling Languagé' (UML)
profiled itself as the most appropriate tool, siitcenables the creation of abstract, but graplyid¢atuitive models
that can be systematically translated to a mooigs notation.

In this case, the semi formal model was composetCl#ss Diagrams”, that captured the structural (static)
aspects of the Regulation, aftate-Transition Diagrams’depicting its operational (dynamic) side.

The Formal model was itself created using Zheotation, which is a formal specification language thalizgs
axiomatic semantics derived from pure mathematarsd-specifically from: first order predicate calealand set
theory- to specify and model system’s behavior.

The specification was performed thru the stateroépte- and post-condition axioms describing thgukation’s
input and output limitations on the operations parfed by the players.

So, in the case of nominal passenger screeningspicification recognizes that the person beirgesed needs
to be a passenger, and that he should not carrp@mjbited articles. On the other hand, it is cohcerned about
details such as: the type of equipment that shbeldused or the number of persons implementing ¢cerrgy
checks. This type of approach allowed the modetldscribe the system with complgteocedural abstraction
allowing itsrationale to be tested using formal verification techniques.

3.3 Traceability of Source Documents

Throughout the project, it was necessary to spexwify reference all the security properties refetoeid the models.
Therefore, to assure traceability at every leved, implemented a referencing system using the Regula own

numbered structure. This eased the manual tramsl&om the UML model to the Z model, and linkecckhanodel

specifications to the specific requirements inRegulation.

W R [
TR fe
LA

u’ Dj? P Z Model

UML Model

Figure 2. Traceability at every level.

Another use for this referencing system, alreadylistt by the EDEMOI partners and ICAQO, is to edse t
implementation of modifications and correctionotighout the models. For example, due to its casgaeffect it is
possible to track the consequential effects of amesmts proposed to the Regulation. Vice versa, failyre
detected in the model is completely identified thyloout the source document.

4. Semi formal Model

In order to exemplify the UML semi formal model alsted in the study of Regulation 2320/2002, thisgpashall
briefly go over an insightful part of the ‘UML clasliagram’, where the static aspects of passemgerdepicted.

To facilitate its comprehension, this will be dotleu a sectional analysis of the diagram elemeht®
descriptions shall include analysis of both theteiirbox’ relationships, which describe the intei@ts and
associations between the different boxes (claggm$jayed, and the ‘intra-box’ properties, whichtetthe attributes
and operations specific to the boxes.

With this in mind, one can naotice that the diagstmown in Figure 3 is composed of 5 classes (omadh box):
Person, Passenger, Airline Ticket, Government id$DeandBoarding Pass

4 ULM: http://www.uml.org




M. Lemoine, E. Lopez Ruiz, et al. EDEMOI : A METH@ROGY FOR SECURITY

Airline Ticket 1.* Person 0.1 Government Issued ID

-Name:String +Name:String <>————1 -Name:String
-Flight Number:int " | -Valid:Boolean
-Valid:Boolean

<facilitates> !
1

AVA
Boarding Pass
Passenger
-Name:String 9
-Flight Number:int +Exempted:Boolean=False
_Valid:Boolean 1.* +Authorized:Boolean=False

<>| +Screened:Boolean=False

0.1

Figure 3. The Passenger-Person class diagram.
Focusing our analysis with respect to Bassengeelement, the inter-box relationships graphicadlyus that:

» A'Passengeris a type of <—) traveling Person’which, in addition of having<—) at least onel(.*)
valid ‘Airline Ticket'and ‘Government Issued Identificatiorias at least onéd (*) ‘Boarding Pass’.

e This diagram also imposes that all three traveldunts are of his/her exclusive property (0..1)d An
reminds us that it is thélirline Ticket' that facilitates the attainment of tHgoarding Pass’

4.1 Person

Now, the intra-box analysis of'Rerson’ (Figure 4)shows that each box (class) is composed of thie®es. The
first (from top to bottom) is used to identify thkass, the second one shows dheibutes (or properties) specific to
this class, and the third one listsafgerations (or allowed behaviors).

Person

+Name:String

+enter Airport():void
+end All():void

+do Check-in():void
+exit Check-in():void
+lose Air Ticket():void
+lose GovID():void

Figure 4. The Person class.

A more detailed analysis shows that this clasohéisone security-related attribut&yame, which in fact
represents any individually unique feature thatlsamsed to distinguish a person’s identity (i.eame, a national
identification number, ...). More interestingly, @perations (shown in the lower box) reflect the fhat people, as
such, cannot enter Security Restricted Areas (S)RTAis is imposed by limiting the domain of agglion of their
operations, going from the airport’s exterienter Airport()) to just before the entrance to S.R.A.

4.2 Passenger

As mentioned previously, th@assenger(Figure 5) is a type of traveling?erson’. Therefore, due to this relation
(<) it inherits all of the attributes, operationsdamlationships previously defined for such. Yet,aiddition to
these, thePassengerhas its own security-related attributes, sucherempted from screeningauthorized to carry
prohibited articles, orscreened (to the standard imposed by 2320/2Q0Phese attributes have been declared as
Boolean, so their values will be limited to theilad True or Falsevalue.

Passenger

+Exempted:Boolean=False e :Boolean
+Authorized:Boolean=False
+Screened:Boolean=False

+lose Boarding Pass():void
+enter Security Restricted Area():void
+get new Boarding Pass():void

Figure 5. The Passenger class.
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In a similar fashion to the clasBeérson, the operations for the clasBdssengerare also restricted in terms of
their domain of operation. This is because entty Bny S.R.A. requires a successful completionhef decurity
controls carried out at its entry points. This tedthe creation of a special category of passenigensed Secure
Passengeér designating those whose attribute values comytly the requirements to enter S.R.A.

4.3 Secure Passenger

This class (Figure 6) inherits the properties aperations of bothPeople’and Passengertlasses. It is exclusively
composed of passengers that have been granteds acteS.R.A. such ascreened passengdmhere the attribute
Screened is set equal to Truedliplomatic passenger§Exempted=True)and in-flight security officers

(Authorized=True and Screened=True).

Passenger

+Exempted:Boolean=False
+Authorized:Boolean=False
+Screened:Boolean=False

+lose Boarding Pass():void
+enter Security Restricted Area():void
+get new Boarding Pass():void

1

Secure Passenger

-Boarded:Boolean=False Screened Passenger

+exit Security Restricted Area():void k—

Exempted Passenger +do Gate Boarding():void

_|> +exit Gate Boarding():void
+enter Gate Ticketing():void Zr

+exit Gate Ticketing():void

+do Aircraft Boarding():void :
+board Aircraft():void Authorized Passenger

+exit Aircraft Boarding ():void

Figure 6. The different types of Passenger.

Correspondingly with the security objective (whiehtails that only secure passengers are allowdxbaod an
aircraft), the list of operations available foret&ire Passengeis extended to include those required inside Sgcur
Restricted Areas. The attribuBmarded is also added.

It is important to notice that for all three of #eeaforementioned classe®fdfrson’, ‘Passengerand Secure
Passengel), an evolution seems to suggests itself, expoirgdynamic facet of a person’s transition throtigg
airport.

Such transitions were depicted using a ‘State-ttiansDiagram’. In it, each distinct ‘State’ repeggs a unique
combination of the class’ attribute values, witmiitions leading to them (triggered by the différ@perations).

For example, the diagram shown in Figure 7 graplyic@presents how a nominaSecure Passengethat
performs the eéxit Security Restricted Are@peration, triggers a transition back to tRassengerclass, thereby
reflecting that the logical value of HBcreenedttribute changed tbalse

exit Security Restricted Area ] Screened = False

Passenger Secure Passenger

enter Security Restricted Area [Prohibited_carry = False]! Screened =True

—-——

Figure 7. Abstract from the State-Transition Diagra

Again, given the procedurally abstract approactdudee specificities behind each transition werel@vant for
the model. So, independently of the reason whynthainal passenger exited the S.R.A., the operaésalts in the
losing of his/her screened status (Screened=Fru&creened= False).

As a final point, the semi formal model proposehd discussed in this paper) was obtained afteaayhstudy
of the Regulation text. And, while these diagrames r@ot the only possible representation of its sgcproperties,
they are the most compatible with the structureuireg by the Z notation to ensure a faithful duglion of its
rationale.
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5. Formal Model

As mentioned previously, the formal model of Retjala 2320/2002 is entirely composed of mathematical
expressions. These describe its security objectindsare linked together under the premise of fbtoggc theory.

So, using the Z notation, the attributes declarétinvthe semi formal model are fully describedttie formal
model by the system’s properties, which repredeatpre- and post-conditions influencing the seguttjectives.
For example, th&creenedattribute (initially declared in the semi formabdel) only acquires relevance within the
regulation when the implications surrounding itgit@l value are determined. That is to say, ititheut sense until
it is formally stated that “a passenger with a ¢afjivalue ofTruein its Screenedttribute, is notllegally® carrying
prohibited articles”. This is solely done in therfal model (Figure 8).

— PASSENGER
PERSON
boarding_pass : BOARDING _PASS
screened, authorized , exempted: BOOL
prohibited_carry : F PROHIBITED _ARTICLE
authorized_carry : F PROHIBITED _ARTICLE

boarding _pass.name = name
prohibited_carry N authorized_carry = ()
screened = T = prohibited_carry = ()
authorized = T = authorized_carry # ()
exempted = T = screened = F N\ authorized = I

Figure 8. The Passenger schema.

So, without having to scrutinize the notation, @ae immediately perceive that the formal speciiazain the
Passengerschema not only restates the inheritance relatiiniputes and associations that were presenhén t
semiformal model, but actually goes a lot furthgidiescribing their interdependencies and implicetio

The model also specifies the security provisionsosunding the operations performed by the diffengatyers,
for instance, the screening of passengers, baggatysetaff members, passenger boarding, baggagedpadc.

Furthermore, the full model also includes mathecadtspecifications describing the different airparéas (e.qg.
the airside and landside areas, the airport pesimsecurity restricted areas and their criticatgahe aircraft’s
cabin and baggage hold...). For example, Figure $8riees the conditions and attributes associatédetcritical
Parts of Security Restricted Aregse., the parts of an airport to which departpagsengers, after screening, have
access).

__ CRITICAL_PARTS_OF_SRA
AIRSIDE
secure_passengers - F SECURE_PASSENGER
escorts : STAFF — STAFF
sterile : BOOL

surveyed = T'
patrolled = T
VS5 :STAFF | S € staff
(8.access_to_security_restricted_area = T
A (S sereened = T WV S.escorted = T'))
¥V SL: STAFF | Sl.escorted = T
e (352: STAFF | S2.screened = T
(§2,81) € escorts A §1 # 52)
¥V PA: PROHIBITED_ARTICLE | PA € prohibited_carry e
(3P : SECURE_PASSENGER | P € secure_passengers o
(PA € P.prohibited_carry) A (P.exempted = T'))
Y (38§ : STAFF | § € staff
((PA € S.prohibited_carry) A (S.escorted = T)))
¥V PA: PROHIBITED_ARTICLE | PA € authorized_carry o
(3P : SECURE_PASSENGER | P € secure_passengers o
(PA € P.authorized_carry) A (P.authorized = T))

Figure 10. Formal specification of the airport’stical parts of Security Restricted Areas.

® For our model, in-flight security officers are sintered to b&creened Authorized passengéesally carrying a
prohibited article.
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However, given its intricacy, this type of desdaptrequires a strong familiarity with the Z notatito fully
grasp its meaning. It is for this reason that (@& in Figure 1) these schemas are only maniplilbjemodel
engineers, and why elaborating them further wouddoitside the scope of this paper. The formal madel
Regulation 2320/2002 also integrates numerousdiizaition operations’, which are used to genethe&edifferent
players in the model and to define their attributeitial value. It is with the aid of these opé&oms that the formal
model can be animated, using the different test-sasnarios conceived by the authorities, to e¥felgt analyze its
behavior under relevant operational conditions.

6. Other Applications

Moreover, as a result of having adopted the metltodsmonly employed in the computer-science commufolr
the development of safety-critical software anddiare, our formal model comes to be the step pusvio the
creation of a source code. Therefore, being that madel has the regulation’s security requiremealteady
specified in a machine-interpretable languageatitloe used as the logical backbone of an autoraateakt-security
system.

For example, the first invariant found in tRASSENGERchema (Figure 8) states that the name printettheon
boarding pass must be reconciled with the passangemn identity. Our formal specification allowsroputers to
know of this existing link, so, when fully electiorboarding passes are adopted; a computer componal be
placed at the entrance to the screening checkptontsconcile the passenger’s identity (using MaehiReadable
Travel Documents or Radio Frequency ldentity Cand known passenger manifest. The software redjfiinesuch
a task would be based on the logic proposed byscliemas, as these are the regulation standardséahixy the
European Commission.

7. Conclusions

Current events in civil aviation have exposed teechto enhance the security of the Air Transpama8ystem.
These enhancements have been mainly put in placegh two actions: the drafting of security staddaand the
establishment of audit and quality controls prografto help states fight deficiencies and irregtilesi in the
implementation of these standards).

However, a fundamental problem persists in theecurapproach. The same “peer review” process #iletfto
assess omissions in the previous regulations is agaght to validate the new versions.

This is why the EDEMOI consortium has taken totdsk of implementing their approach on the key l&tipnns
influencing ground-based airport security in Eurd@AO’s Annex 17 and Regulation 2320/2002. In bedéises, the
EDEMOI approach has proven its aptitude for modgland analyzing the security standards. Curreritig,
proposed methodology is being broadened to includgystematic process that will ease the integradionew
requirements into already established regulati®hgs is done with the idea of helping preservertaustness and
consistency of regulation documents, even whiledl@volve to incorporate the innovations in aertoswu
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